	[image: ]OFFICIAL




OFFICIAL

	[bookmark: _Hlk129183240][bookmark: _Hlk133496817][bookmark: _Hlk133496818][bookmark: _Hlk133496819][bookmark: _Hlk133496820]OFFICIAL




	Cyber Workforce Resourcing Business Case - TEMPLATE 
	


[bookmark: _Hlk188609197]This document is provided as a template for South Australian (SA) Government agencies. Contents are examples and should be customised to fit agency needs. For queries and feedback, email cybersecurity@sa.gov.au.
Visit www.security.sa.gov.au/cyber-security/resources for more SACSF guidance and templates.
How to use this template
A business case objectively assesses whether to allocate resources to an activity by presenting clear reasoning for the investment. It analyses benefits, costs, and the expected return on investment to justify the proposal. By providing key information, the business case enables sponsors to make an informed decision. 
Before completing this template, ensure you have completed:
1. A gap analysis of services/activities required against actual capacity 
2. A gap analysis of responsibilities allocated to current resourcing against what the target state is
3. Identified demand for resources for organisational projects and priorities for the current year.
Your business case should highlight:
· Known SACSF compliance gaps attributed to capacity and capability.
· Resource and capacity challenges.
· Business and risk impacts.
· Analysis of options to address the resourcing associated risk.
Insert additional subheadings and amend formatting where necessary.
Use plain English and avoid jargon where possible. Delete all blue guiding text and example diagrams.

Executive summary
Provide a summary of what this document intends to cover and achieve. Start by identifying the business need and provide a summary of the ‘real-world’ risks to operations, service delivery or the community that are attributed to resource capacity and capability challenges. For example:
This business case outlines the need for [additional cyber security resources/training] to strengthen the agency’s cyber security posture, address identified risks and ensure compliance with SA government requirements for cyber security.
The recent SACSF self-assessment completed [date] shows the agency falls short of the following key requirements:
· List
This presents a significant risk to [critical function] and exposes the organisation to [risk impact].
Current state
This section sets the foundation for identifying gaps and justifying the need for additional support. Provide insight on the current situation of the cyber security resources: 
· the number and type of cyber security resources presently available, and the extent to which these resources are engaged. 
· the existing and anticipated demand for cyber security resources for business-as-usual (BAU) and existing project commitments
· the existing and anticipated unmet demand for services and activities including planned projects due to changes in the organisation and/or the cyber security landscape. 
· the potential delivery bottlenecks or over-allocation of resources.
Reference outputs from analyses performed using the Cyber Workforce Assessment Worksheet and the status of activities from the cyber security work program and the cyber security calendar that is clearly attributed to the resourcing constraints. If there is available data to provide a quantitative calculation of the overcapacity this should be useful to include. Example:
Analysis of current team capacity and capability indicates that the following critical services/activities are currently not performed or only partially completed due to resource constraints: 
· List

Problem statement 
Focus on clearly articulating the consequences of identified gaps from the current state. The problem statement should succinctly summarise the impact of these limitations on agency objectives, risk posture, and compliance requirements, thereby establishing a compelling case for additional support. 
If it exists, link the problem statement to any supporting evidence, such as:
Recent security audits, penetration test results, or incident reports.
Compliance requirements (e.g., SACSF, SAPSF, Essential 8, ISO 27001, NIST, SACSF).
Internal feedback from security teams or IT departments.
Example: 
The agency faces increased exposure to cyber threats, diminished ability to respond effectively to incidents, and delayed implementation of essential security controls due to insufficient cyber security workforce capacity and capability. This is backed up by the following findings: 
· The recent SACSF attestation has measured compliance to be at [include percentage] and it is the agency’s target to push this to [include percentage] by [date].
· The audit of the following systems by the external auditors resulted in significant control weaknesses which need to be addressed by [date], as committed to the Audit Committee. 

Options analysis
Present the key options that have been assessed to address the problem(s). This may include a specific solution or a combination of solutions such as staff training, tooling or automation, additional resource (temporary or ongoing) and outsourcing. Discuss each of the qualitative and quantitative considerations in the second column for each option. Add additional criteria where needed. 
For the quantitative element, include comprehensive cost breakdowns for headcount (internal and external), tooling, and consulting. Example: 
Estimated Costs:
· Personnel: [$X per year for new hires, including salary, benefits, training].
· Training & certification: [$X per employee for courses, exams, and certifications].
· Technology investment (whole of life cost): [$X for security tools, software, or external consultants, implementation and maintenance costs].
If you have data that can be used to calculate cost-benefit analysis, include these such as: 
· Potential financial loss from a cyber incident: [e.g., estimated downtime costs, data breach penalties].
· Savings from improved security posture: [Reduced insurance premiums, fewer incident response costs].
· Benchmarking against industry investment levels: [Data from with comparable agencies].
	Option 1
	Do nothing / Status quo

	Cost (of inaction)
	Evaluate whole of life cost - capital costs, operating expenses, maintenance, and net present value (NPV), if relevant

	Feasibility
	Assess if the technology or solution exists (if relevant), the technical complexity, and ability to deliver

	Risks
	Considers opportunities, potential pitfalls, complexity, and uncertainty associated with this option

	Strategic Alignment 
	Measure how well the option aligns with agency goals, objectives, and policies

	Operational Impact/Benefit
	Evaluate improvements in efficiency, service delivery, and performance

	Timeframe
	Assess if the option can be implemented within required timeframes

	Stakeholder impact
	Consider the impact and support from key stakeholders 



	Option 2
	e.g. Outsource XYZ function 

	Cost (of inaction)
	Evaluate whole of life cost - capital costs, operating expenses, maintenance, and net present value (NPV), if relevant

	Feasibility
	Assess if the technology or solution exists (if relevant), the technical complexity, and ability to deliver

	Risks
	Considers opportunities, potential pitfalls, complexity, and uncertainty associated with this option

	Strategic Alignment 
	Measure how well the option aligns with agency goals, objectives, and policies

	Operational Impact/Benefit
	Evaluate improvements in efficiency, service delivery, and performance

	Timeframe
	Assess if the option can be implemented within required timeframes

	Stakeholder impact
	Consider the impact and support from key stakeholders 




	Option 3
	e.g. 0.5 additional FTE and implement third party risk assessment tool

	Cost 
	
	

	Feasibility
	
	

	Risks
	

	Strategic Alignment 
	

	Operational Impact/Benefit
	

	Timeframe
	

	Stakeholder impact
	
	



Recommendation
Conclude with clear recommendations, emphasising the option or shortlisted options that is being recommended as the best fit solution(s) to address the capacity and capability challenges and highlight how this decision was arrived at. 
Provide in depth analysis of shortlisted option(s). Include a high-level roadmap to demonstrate when the investment is required (e.g. once off, staggered cost) and some of the quick wins, capability milestones, and/or maturity targets. This provides a clear vision and helps manage expectations about the budget required and the pace of improvement with the option(s) being recommended.
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